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(.‘ About me

» Wireshark contributor since 2013, core developer since 2015.
» Areas of interest: TLS, Lua, security, ...
» Cloudflare crypto team.
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(‘ Analysis of Firefox bug 1459999
&>

» Problem description: uploading a file to a website failed with a 400 Bad Request.

> Envi ron ment: F| refOX 61 on L| nux. 1 £ A 400 Bad Request - Mozilla Firefox
# 400 Bad Request x |+
> .
Steps to reprOduce. & G @ @ hitps:/bugs.wireshark.org - @ » =

1. Select file in upload form.

2. Modify file contents. 400 Bad Request
3. Hit the Submit button.

cloudflare

> Expected result: ...

v

Actual result: ...

!Fixed in Firefox 67, https://bugzil.la/1459999
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https://bugzil.la/1459999

.\ Debug attempt #1: Firefox Developer Tools — expected result

M 400 Bad Request X | M Locate or Create Attachme X | +

&« ¢ @ (@ @ https://bugs.wireshark.org/bugzilla/attachment.cqi [N - R g @ =
IEEST@ T Wireshark Rin Datahase — | acate ar Create Attachment

[ T Inspecter Console [ Debugger {1} Style Editor (& Performance 4 Memory = Network Storage H e X

Tr Filter URLs Il Al HTML €SS ]S XHR Fonts Images Media WS Other | Persist Logs Disable cache  No throttling

Stat... Method File Do Cause Type Transfer [Fl Headers Cookies Params Response  Timings  Security

POST document html Request URL: https://bugs.wireshark.org/bugzilla/attachment.cgi
Request method: POST

el GET 0940... o Gz 3 41l1ks Remote address: 164.25.219.21:443

GET 4d69... - stylesheet  css 1.45 KB Status code: @ Editand Resend Raw headers
GET 1bde... .. script s 14.41 KB Version: HTTP/2.0

GET d41d... .. script s 554 B Filter headers

GET wsba... .. img png 13.06 KB Response headers (543 B)

cfray: 4e4981005d4a92fe-5/C

content-encoding: br

content-type: text/html; charset=UTF-8

date: Mon, 10 Jun 2019 07:06:41 GMT

expect-ct: max-age=604800, report-uri="ht....com/cdn-cgifbeacon/expect-ct"
server: cloudflare

set-cockie: Bugzilla_login_request_cookie=...YOw; path=/; secure; HttpOnly
strict-transport-security: max-age=31536000

(@ 6requests 83.42 KB/36.38 KB transferred  Finish: 1.38 s = DO vary: Accept-Encoding

#sf19us ¢ UC Berkel une 8 - 13




.\ Debug attempt #1: Firefox Developer Tools — actual result

M 400 Bad Request X | M Locate or Create Attachme X | +

&« ¢ @ (@ @ https://bugs.wireshark.org/bugzilla/attachment.cqi [N - R g @ =

¥ {3 Inspecter Console [ Debugger [} Style Editer (g Performance {k Memory = Network & Storage B - x

o Filter URLs nl Al HTML C€S5 |5 XHR Fonts Images Media WS Other + Persist Logs Disable cache Mo throttling
Stat... Method File Do Cause Type Transfer [B] Headers Cookies Params Response Timings  Security

document html Request URL: https://bugs.wireshark.org/bugzilla/attachment.cgi
Request method: POST
Filter headers
Response headers (0 GB)
cfray: 4e497fd88ae292fe-5)C
content-length: 171
content-type: text/html
date: Mon, 10 Jun 2019 07:05:52 GMT
server: cloudflare
X-Firefox-Spdy: h2
Request headers (470 B)
Accept: text/html,application/xhtml+xm...plication/xml:q=0.9,%/*;q=0.8
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US.en;q=0.5
Connection: keep-alive
(@ Onerequest 171B/0 GBtransferred = Finish: 79 ms = DOMCont Content-Length: 234
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(.‘ Debug attempt #2: analyze packets with Wireshark

» Application layer protocol: HTTP/2 over TLS (HTTPS).
» To access the decrypted HTTP request, we have to:

» Capture packets including the initial TLS handshake.
» Capture TLS session secrets to enable decryption.
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(‘ Wireshark — Capture setup

&»

The Wiresharl

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 = @  open X [@ —= S8 &
[ﬂ H» y a display filter Ctrl-/ =d '] Expression... +
Select network interface.
Welcome to Wireshark L. . i
Limit capture file size
Capture : ; 2
with a capture filter=.
.using [h\sﬁlter![ ‘hnslbugs.wwreshark,nrg 7 %] '] Allinterfaces shown v
- 3. Start capture with
el e A
vesho Ctrl + E (3 + E) or by
el e sl
B L3 double-clicking.
Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.1.0 (v3.1.0rc0-991-gf5hcaf91e251).
#  Ready to load or capture Mo Packets Profile: Default

*https://www.tcpdump. org/manpages/pcap-filter.7.html
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https://www.tcpdump.org/manpages/pcap-filter.7.html

\ Capture TLS session secrets into a key log file
(o i Y08

» Set environment variable SSLKEYLOGFILE before starting Firefox or Chrome.
Programs will append secrets to a file at this location.

> Firefox on Windows, create start-fx.cmd file, without quotes in the set line:

set SSLKEYLOGFILE=C:\Users\User\Desktop\keys.txt
start firefox

» Chrome on Windows, create a shortcut with:
chrome --ssl-key-log-file="C:\Users\User\Desktop\keys.txt"

» One-liner for Linux and macOS, start Firefox or Chromium with a new profile:
SSLKEYLOGFILE="$PWD/keys.txt" firefox -no-remote -profile /tmp/ff
SSLKEYLOGFILE="$PWD/keys.txt" chromium --user-data-dir=/tmp/cr

» curl 7.58.0 (Ubuntu 18.04, Fedora 28, Arch Linux):

export SSLKEYLOGFILE="$PWD/keys.txt"
curl https://example.com
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(‘ TLS key log file

&»

> Text file with unique per-session secrets>.

» TLS 1.2 format: CLIENT_RANDOM <Client Hello Random> <master secret>.
» TLS 1.3 requires four different secrets (handshake and traffic secrets).

» Check that the file is created and updated, it looks like:

CLIENT_RANDOM F8566FD1E091C4CD1583313B04BB2834C817D917FC3BEDC351529BD8CCE6ASFD1 9BCEA9DE5B89835DB86BD857D08A8D87847FOBEO8B88618BCB25A1A
CLIENT_RANDOM CC5A30A4606104A670D0A82B27A112E9BCDOSE1A498F7C8445027334157FDFD3 CFCE47C71B69D198BCF63FC4206D16BB9A524COCBOCACCEA36DCEDD
CLIENT_RANDOM 607AAA3D657D8A08F1073AE75B62CD284C87BB5504D275631CA86533707FB080 B27567070A3832CA2C072D1D0905647EF364C1E017A33001EDOBB2E
CLIENT_HANDSHAKE_TRAFFIC_SECRET e27a03ae852e8035b331a1af6089dd1e2£300cce131b03fdb9f07a25f1a10876 8ac2e7e210e30e8f660048e20d45209935d62
SERVER_HANDSHAKE_TRAFFIC_SECRET e27a03ae852e8035b331a1af6089dd1e2£300cce131b03fdb9f07a25f1a10876 21c21£13865944c2c411ed1a7271809834dbe
CLIENT_TRAFFIC_SECRET_O e27a03ae85a2e8035b331a1af6089dd1e2f300ccel131b03fdb9f07a25f1a10876 0de57183beff9a8c43994£517fbald79cal374bff53b2a
SERVER_TRAFFIC_SECRET_0 e27a03ae85a2e8035b331a1af6089dd1e2f300ccel131b03£fdb9f07a25f1a10876 £26e64d69b8095bbcdcbd04d48f2f9d96aedclabeb463
EXPORTER_SECRET e27a03ae85ae8035b331a1af6089dd1e2f300cce131b03£fdb9f07a25£1a10876 3ab0346dcf11212792839c1£89c9e05aed7b159e680b7a505718¢

3File format at https://developer.mozilla.org/NSS_Key_Log_Format
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https://developer.mozilla.org/NSS_Key_Log_Format

Configure Key Log File in Wireshark
(Q  corure ke Log

TDS
TeamSpeak2
TELNET
Teredo
TETRA

TFP

TFTP

Thread
Thrift

Tibia

TIME

TIPC
TivoConnect
TLS

TNS

Tokan-Rinn

Help

Wireshark - Pre!

Transport Layer Security
RSA keys list Edit...
TLS debug file
Browse...
[M) Reassemble TLS records spanning multiple TCP segments
[M) Reassemble TLS Application Data spanning multiple TLS records

D Message Authentication Code (MAC), ignore "mac failed"
Pre-Shared-Key

(Pre)-Master-Secret log filename

| ![mp.'ks'y;,txd Browse...

OK Cancel

tshark -otls.keylog file:/tmp/keys.txt -r some.pcapng
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.‘ Debug attempt #2: analyze packets with Wireshark — results

l- ‘tls (%] 'J Expression... | +
No. Time Source Destination Protocol  Length | Info

4 0.008598377 10.9.0.2 104.25.218.21 TLSv1.3 571 Client Hello

6 0.022119568 104.25.218.21 10.9.0.2 TLSv1.3 1514 Server Helle, Change Cipher Spec

7 ©.022127203 184.25.218.21 10.9.0.2 TLSv1.3 2921 Encrypted Extensions, Certificate, Certificate Verify, Finished

10 0.033790770@ 10.9.0.2 104.25.218.21 TLSv1.3 118 Change Cipher Spec, Finished

11 0.934099084 10.9.0.2 104.25.218.21 HTTP2 224 Magic, SETTINGS[®], WINDOW_UPDATE[@], PRIORITY[3], PRIORITY[5],..

12 0.034125183 10.9.0.2 164.25.218.21 HTTP2 360 HEADERS[15]: POST /bugzillasattachment.cgi, WINDOW_UPDATE[15]

13 0.034139881 10.9.0.2 104.25.218.21 HTTP2 318 DATA[15]

14 0.034265341 10.9.0.2 104.25.218.21 HTTP2 85 DATA[15] (text/plain)

15 0.041140033 104.25.218.21 16.9.0.2 HTTP2 566 SETTINGS[®], WINDOW UPDATE[@]

17 ©.941418836 10.9.0.2 164.25.218.21 HTTP2 85 SETTINGS[@]

19 0.042697576 104.25.218.21 10.9.0.2 HTTP2 85 SETTINGS[@]

20 9.042706635 104.25.218.21 18.9.0.2 HTTP2 338 HEADERS[15]: 460 Bad Regquest, DATA[15] (text/html)

[Pad Length: 8] Wireshark - Packet 12 - upload
>-[1 Body fragmen@bytes): #13(225)]
Data: 2d2d2d2d2d2d2li2d2d2d2d2d2d2d2d2d2d2d2d2d2d2d2d2d... Header: user-agent: Mozilla/5.0 (X11; Linu:
~-MIME Multipart Media Encapsulation, Type: multipart/form-data, Bnunﬂag Header: accept: text/html,application/xhtm’

Header: accept-language: en-US,en;g=0.5

Header: accept-encoding: gzip, deflate, br

Header: content-type: Ii part/form-data;

content-length. 230
" -

Header: upgrade-insecure-TEquests: 1

- Stream: WINDOW_UPDATE, Stream ID: 15, Length

https://lekensteyn.nl/files/captures/upload-bug-dsb.pcapng
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0000 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
0010 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 35 36 =
0020 34 30 34 37 34 36 35 35 30 31 32 35 31 32 37 31 40474655 91251271
0030 34 35 35 36 35 37 36 31 34 Od Ga 43 6f 6e 74 65 45565761 4--Conte

B

Frame (85 bytes) Decrypted TLS (9 bytes) | Reassembled body (225 bytes) T


https://lekensteyn.nl/files/captures/upload-bug-dsb.pcapng

Embed key log file in packet capture file

v

TLS decryption requires pairing capture files with key log files. This makes
switching between different files and file distribution more difficult.

Solution in Wireshark 3.0: embed key log file in a pcapng file.
editcap --inject-secrets tls,keys.txt in.pcap out-dsb.pcapng

Replace secrets: editcap --discard-all-secrets --inject-secrets

vvyyypy

inject-tls-secrets.sh: script to embed a subset of TLS secrets in a pcapng file.*
Example: given keys.txt and some.pcap, create some-dsb.pcapng:
./inject-tls-secrets.sh keys.txt some.pcap

*https://gist.github.com/Lekensteyn/f64babd6d2c6229d6ecd44647979ea24
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RSA decryption keys
(Q Fsh secmpion ke

» What if TLS key log file is not supported, for example on Windows applications?
» Solution: decryption through RSA private keys.

» Advantage over key log: decrypt all traffic after configuring the private key once.
» Limitations:

» Requires server admin to provide the key file.

» Does not work with ciphers like TLS_.ECDHE_RSA_WITH_AES_128_GCM_SHA256.
» Does not work with session resumption.
» Does not work with TLS 1.3.

» Danger: Leaking the private key compromises all previous and future traffic (RSA
ciphers are not forward secret).
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(‘ RSA Keys configuration

&»

- Appearance RSA Keys

Columns H H
RSA private keys are loaded from a file or PKCS #11 token. > N ew In Wl reSh a rk 3 . 0 .

Font and Colors

Layout Jtmp/wireshark/test/keys/rsasnakeoil2 key .
Captu{:u pkes11:model=5o0ftHSM%20v2;manufacturer=SoftHSM%20project;serial=b0df0075¢ > Replaces RSA keys IISt
Expert in TLS preferences.

Filter B . “re .
B » Simplified interface.
Name Resolution

~

Protocols > PKCS#]_I token and

RSA Keys
>- statistics Add new keyfile... | | Add new token... | | Remove key H S M su ppOI’t .
Advanced PKCS #11 provider libraries.
Jusr/lib/pkes11/p11-kit-client.so > Accepts passwordless
PEM-encoded or
Add new provider... | | Remove provider PKCS#12 key f||e
Help OK Cancel
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(‘ Caveat: out-of-order TCP segments break decryption

&»

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

[‘ ‘l(p‘stream eq 51 and tcp.len=0 HE '] Expression... |+

No. Time Source Destinatic Protocol | Seq MxtSec Length Info

1579 16.736765680 172.217.17.46 10.9.0.2 TLSv1.2 34613 41368 6821 [TLS segment of a reassembled PDU]
1582 16.739032059 172.217.17.46 10.9.0.2 TLSv1.2 41368 52176 10874 [TLS segment of a reassembled PDUJ[TLS segment of a .
5 7398560 6 10.9 TLSvi.2 58931 64335 0 v .
52176 54878 2768 [TCP Out-Of-Order] 443 - 45766 [ACK] Seq=52176 Ack=1.
54878 58931 4119 [TCP Out-Of-0Orde 143
64335 67037 2768 Ignored Unknown Record

vious gment not rtured] , Ignorec L

1583 16.739056036
1584 16.739064218

38 16.739289424 16
1590 16.744371306 172.217.17.46 10.9.0.2 TLSv1.2
1592 16.747520430 172.217.17.46 10.9.0.2 TLSv1.2 67037 77845 108874 Ignored Unknown Record

» Enable these TCP protocol preferences:

» Allow subdissector to reassemble TCP streams.
> Reassemble out-of-order segments (since Wireshark 3.0, disabled by default).®

» Sample capture: https://lekensteyn.nl/files/firefox-google/

*https://www.wireshark.org/docs/wsug_html_chunked/ChAdvReassemblySection.html#
ChAdvReassemblyTcp
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https://lekensteyn.nl/files/firefox-google/
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(‘ Caveat: large certificates are not properly displayed

&»

» Handshake fragmentation may break dissection and TLS 1.3 decryption.
» Capture sample: bug3303.cap®
Bug in Wireshark 3.0: Fixed in Wireshark 3.1 (dev):

15112 Client Hello 443 i Client Hello 443
15112 Server Hello 443 0 Server Hello 443
15112 Encrypted Handshake Message 443 15112 [Certificate Fragment] 443
15112 Encrypted Handshake Message, Server Hello Done 443 15112 Certificate, Server Hello Done 443
1511 |_Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message, | - 15112 {_lient Key Exchange, Change Cipher Spec, Encrypted Handshake Message |,

5-[3 Reassembled TCP Segments (3355 bytes): #24(1460), #25(1460), #27(435)]
v-Transport Layer Security
- TLSv1 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.0 (@0x@381)
Length: 335@
Handshake Protocol: Certificate (last fragment)
> [2 Reassembled Handshake Fragments (19734 bytes): #22(16384), #27(3350)]
> Handshake Protocol: Certificate

®https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=3303#c8
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Decoding TLS on custom ports
(@ Decoding TS en cusom

» Wireshark detects TLS through heuristics, but standard port registrations take

precedence. Use Decode As functionality to set an explicit protocol.
» Example: HTTPS on TCP server port 123.
» Right-click TCP layer, Decode As. Change current protocol for TCP Port to TLS.
» Press OK to apply just for now or Save to persist this port-to-protocol mapping.
» Right-click SSL layer, Decode As. Change current protocol for TLS Port to HTTP.
» For STARTTLS protocols, select SMTP/IMAP/. . .instead of TLS for TCP Port.
» Tip: there are many protocols, just select the field, then use arrow keys or type

the protocol name (typing H gives HTTP).

Wireshark - Decode As... 7 ~ ~ @

Field Value  Type Default | Current
TCP port 123 Integer, base 10 NTP TLS
TLS Port 123 Integer, base 10 (none) HTTP

+ - L] @ Stmp/ws/wsh... as_entries

Help oK Save Cancel
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(‘ Case study: How does ESNI work?
&>

» Sample packet capture firefox-esni.pcap and key log file firefox-esni.keys:
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=14984
» To enable in Firefox, open about:config.

» Enable ESNI: set network.security.esni.enabled to true.
> Enable DoH: set network.trr.mode to 2 (try trusted recursive resolver first).”

» A public key is retrieved using DNS Queries over HTTPS (DoH) — RFC 8484.

» The plain text server name extension is replaced by an Encrypted Server Name
Indication (ESNI) extension — draft-ietf-tls-esni-01.

» DoH encrypts the server name. TLS 1.3 encrypts the server Certificate, ESNI
additionally hides the server name.

"https://daniel.haxx.se/blog/2018/06/03/inside-firefoxs—doh-engine/
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(.‘ Case study: QUIC (IETF)

Not to be confused with Google QUIC (gquic in Wireshark).

The current QUIC draft (20) relies on TLS 1.3 for security.

Almost everything is encrypted now (including Client Hello).

QUIC is a transport protocol (compare it to TLS).

HTTP/2 is based on TCP/TLS. HTTP/3 will use UDP/QUIC.

Sample capture ngtcp2-19-dsb.pcapng:
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=13881#c209

Status of QUIC in Wireshark:
https://github.com/quicwg/base-drafts/wiki/Tools#wireshark

vVvvyVvVvyTyvyy

v
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(.‘ Conclusion

Use a key log file to enable TLS decryption in Wireshark.
Embed these secrets in a pcapng file for easier distribution.
Enable TCP reassembly preferences to enable decryption.

Use the latest Wireshark version for the best results.

For a more detailed background and key extraction from other applications, see
https://lekensteyn.nl/files/wireshark-ssl-tls-decryption-secrets-sharkfest18eu.pdf

vy vyYyy

& peter@lekensteyn.nl
@ lekensteyn.nl
W OLekensteyn
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